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Gone in 30 seconds: the rapid 
rise of keyless car crime 
See reverse for the latest vehicle theft prevention tips

Caution on 
computer 
cold callers 
ALERT FROM CROYDON TRADING 
STANDARDS 

Everyone has occasional technology 
issues. Sadly, scammers – often operating 
from overseas call centres – are aware of 
this and are busy ripping people off. 

Over 12,000 incidents of ‘Computer 
Software Service Fraud’ were reported to 
Action Fraud in the last three months of 
2014 alone. 

Victims are usually cold called by phone 
and told that their computer has been 
identified as having a virus that can be 
fixed for a nominal fee. Callers claim to 
represent a variety of organisations such 
as Microsoft, TalkTalk, BT or the more 
generic ‘Windows Technical Department.’

How does the scam work?
Victims are talked through logon steps 
allowing fraudsters to gain remote access 
to their computers. Victims often see their 
mouse cursors moving and changes being 
made to their displays. They are then told 
the problem has been resolved and are 
asked to pay a fee – usually between £100 
and £300. Once this payment has been 
processed, it is not uncommon for larger 
amounts to be debited from the victim’s 
account without permission. Some 
victims have reported losing up to £6,000.

In addition to charging a fee to 'fix' 
non-existent problems, in some instances 
programs are installed allowing fraudsters 
unlimited access to the computer without 
the victim’s knowledge. This allows 

them to see personal data and online 
transactions so that further illegal activity 
may be carried out.

How to protect yourself
Anyone who has a computer connected to 
the internet can become a victim.

 Do not allow anyone remote access to 
your computer. 

 Hang up the phone when you identify 
that the call is uninvited.

 Never divulge passwords or pin 
numbers.

 Remember that Microsoft or someone 
on their behalf will never phone you.

If you believe you have already been 
a victim of Computer Software Service 
Fraud, get your computer checked for 
software that may have been installed on 
your system and contact your bank to stop 
possible further payments being taken.

If you have been affected by this, or any 
other scam, report it to Action Fraud by 
calling 0300 123 2040.
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Rosemary Egbe's 
marathon challenge 
Show your support • See reverse

Some software fraud victims have lost up to £6000

Reduce the chance 
of fire in your home
ADVICE FROM CROYDON RED WATCH 
LONDON FIRE BRIGADE 

At this time of year, which sees a large 
number of accidental fires in people’s 
homes, it’s important to consider how 
you can reduce the risks to your family 
and property. 

All households can ask for a free home 
Fire Safety Visit. Members of your local 
fire station will be able to show you how 
to prevent fires and, where appropriate, 
they will fit a smoke alarm.

Crews visiting your home will cover a 
number of topics, including:

 identifying potential fire risks within 
your home, especially in the kitchen

 staying safe when you go to bed
 knowing what to do in a fire and how 

to escape from fire in your home
This service is available to all, but we 

are particularly keen to give advice to 
those at higher risk – including older 
people living alone, people with mobility, 
vision or mental health issues and those 
liable to misuse alcohol or drugs.

To arrange a Fire Safety Visit for your home, 
or for someone you think would benefit, see
www.london-fire.gov.uk >> Fire Safety
or call 0208 555 1200 and ask to be 
put through to your local fire station. 
Please remember to quote NHW 
Croydon's referral code: SE/CROYDON/8  

Get local crime 
alerts by email 
Join a growing number of residents 
receiving online updates. Provide your 
email address to your Neighbourhood 
Watch Street Co-ordinator to receive our 
Weekly Update, advice from the police and 
electronic editions of Croydon Eye. Your 
contact details will be kept in confidence.
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Croydon Borough 
Neighbourhood 

Watch Association 
Registered charity number 1087760 

Croydon Eye is published by CBNWA, 
which promotes public participation in 
the prevention and solution of crime and 
develops close cooperation between 
the public and the Metropolitan Police 
Service, London Fire Brigade and 
Trading Standards. 
CBNWA relies on grants, donations and 
volunteers to carry out its work. 

Email: nhw@cbnwa.com 
Tel: 020 8555 1200 ext. 37637 

CBNWA c/o Croydon Fire Station
Freepost RTCR-GZZJ-LHYK 
90 Old Town 
Croydon 
CR0 1AR 
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Your CBNWA Co-ordinator’s details: 

GOING THE 
DISTANCE 
FOR 
NEIGHBOURHOOD 
WATCH

As a keen runner and member of Neighbourhood Watch Croydon, 
it is my privilege to take part in this April's London Marathon to 
raise much needed funds for this worthwhile cause. Please help 
me to help us by sponsoring my run. Thank you, Rosemary Egbe

SPONSOR ROSEMARY AND SUPPORT NEIGHBOURHOOD WATCH CROYDON 
BY DEBIT OR Visit http://uk.virginmoneygiving.com and enter "Egbe" in the
CREDIT CARD "Make a donation" search box    

ALERT FROM THE MET POLICE SERVICE IN 
CROYDON 

Almost half of all cars and vans stolen in a 
recent surge of vehicle thefts in Croydon 
have been taken without use of owners' keys. 

In some 42 per cent of cases reported 
since October 2014, victims said they 
were holding their original keys when 
discovering their vehicles were long gone. 

Organised criminals are using specialist 
equipment to programme blank keys 
compatible with keyless entry vehicles – 
often making off with cars and vans in less 
than 30 seconds. 

To reduce your chances of becoming 
a victim of keyless vehicle theft, please 
consider these security measures:

 Use an approved car alarm, steering 
wheel lock or gearstick lock in addition 
to your vehicle's own security.

 Have an On-Board Diagnostics lock 
professionally fitted to the OBD port.

 Always park your vehicle in a well-lit 
area – a garage, a staffed car park or an 
area covered by CCTV. 

 Double-check that your vehicle is 
locked when leaving it.

 Consider purchasing a tracking device, 
to increase the chances of your vehicle 
being traced if it is stolen.

If you have any information about 
people committing this type of crime, 
please call Crimestoppers anonymously 
on 0800 555 111. 

Keyless entry 
cars warning  
The latest trend in vehicle theft and how you can prevent it

Is your vehicle tax up to date? Avoid a £1000 fine
Visit www.gov.uk/vehicle-tax or call 0300 123 4321 to see how the new tax rules apply to you.

 

Fly-tipping: not just anti-social, but also an offence
Residents can play an important part in helping to tackle the fly-tipping blight by noting 
the registration numbers of vehicles used to tip trade rubbish and reporting them to the 
council (email flytip@croydon.gov.uk or call 020 8604 7000). We also remind residents 
not to assume that refuse left by the kerbside will be automatically collected. Domestic 
rubbish should only be placed for collection at times and places designated by the council. 
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SPONSOR BY CHEQUE 
Make cheques payable to 'CBNWA' 
and post them with this form to: 
CBNWA 
c/o Croydon Fire Station 
90 Old Town
Croydon  CR0 1AR

PLEASE TICK HERE TO GIFT AID YOUR DONATION  
I confirm I have paid or will pay an amount of Income Tax and/or Capital Gains Tax 
for this tax year that is at least equal to the amount of tax that all the charities or 
Community Amateur Sports Clubs (CASCs) that I donate to will reclaim on my gifts 
for that tax year. I understand that other taxes such as VAT and Council Tax do not 
qualify. I understand the charity will reclaim 25p of tax on every £1 that I give.

SIGNED   DATE 

USE BLOCK CAPITALS ONLY
Forename

Surname

Address

               Postcode   
Phone/Email (Optional)   

ALL MONIES GO DIRECTLY TO  
NEIGHBOURHOOD WATCH CROYDON


