
 

Welcome to the latest edition of the Information Network Bulletin brought to you by 
Croydon Council’s Trading Standards team.  

In addition to general news from the team, it includes details of some of the latest 
scams and fraud alerts which we have become aware of in recent months.  

We hope that you find it useful. 

 

Beware Rogue Roofers 
 

Trading standards were alerted to an elderly man’s home who had been conned out of £12,000 over 
a two week period. The man was convinced that  he recognised the traders as the same tradesmen 
that had carried out some work for him back  in 2006.   

Aware that minor repairs were probably necessary to the roof of his home, when the traders called 
on him and offered to repair a few tiles, he accepted their offer.   When they went up onto the roof 
the traders claimed that ridge tiles were in a dangerous state and , picked up a ridge tile, saying that 
it was dangerous, and that the battons under the tiles were rotten.  The roofers said they needed 
money up front for materials and  asked for £4,000. They even took the victim to the bank to       
withdraw the cash. The next time they visited they went into the loft. They said they had discovered 
a leak in the roof towards the front of the eaves. They purported to carry out work in the loft, and 
asked for a further £4,000.   

Again, they escorted their victim to the bank to withdraw the money in cash. A further £4000 was 
paid  The resident was given no paperwork at all relating to his payments nor to the work on his 
property. The main roofer is described as being about 6 foot tall, well presented, unshaven, mid 
30’s, with dark thick hair.  He was driving dark red coloured transit type van with a ladder on the 
roof.  Enquiries into his whereabouts are continuing. 

Residents are advised not to do business with cold callers, never to give cold callers cash, and     
always obtain 3 written quotes from reputable traders, before agreeing to any work on their property. 
Always make staged payments for work and never pay cash. 
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Online Car 
Shipping 
Scams 
If you’re thinking of selling your car then Croydon   
Trading Standards would like to make you aware of 
scams involving fake buyers. 
A Croydon resident recently almost became a vic m of 
a common scam when she tried to sell her car via      
adver sing sites online. The seller received an email 
from a person who said they would buy the car on the 
basis of the advert alone, even though they had never 
seen it.  
The buyer, who was based abroad, agreed to pay the 
full asking price and said they would transfer the    
money by PayPal. The buyer claimed that they were 
disabled and suffered from loss of hearing. The buyer 
also claimed that they had arranged for a shipping 
agent to move the car but then said that the agent 
would only organise a pick up a er they had received 
their fee. The buyer said that as they were disabled 
they could not get to a post office to transfer the fee by 
MoneyGram so asked if the seller could do it instead. 
This is all part of the scam.  
The cost of the shipping fee was half the selling price of 
the car. The buyer said they would add the cost in the 
PayPal payment which made it seem like the seller 
would not be out of pocket. The seller even received 
an email purportedly from PayPal saying that the funds 
had gone into her account which gave her the            
impression that all was well. In reality the funds do not 
clear and the seller does not receive a penny.             
Fortunately, on this occasion, the scam was brought to 
the seller’s a en on before money was via a 
MoneyGram transfer meaning the scammer did not 
receive anything. 
In other similar incidents it is known that scammers 
will offer to pay by cheque and include the cost of the 
shipping fee in that but the cheque bounces when the 
seller tries to bank it. 
If you believe that you may be a vic m of this type of 
scam or have received suspicious emails when trying to 
sell your vehicle then you can report this to directly to 
Ac on Fraud online at www.ac onfraud.org.uk or by 
calling 0300 123 2040. 
 

    

Trading Standards warn 
of banned substance in 
cosmetic products  
 
 

 

 

Croydon Trading Standards are asking 
consumers in Croydon to check the      
ingredients of any cosmetic product,     
before they purchase, particularly those 
in hair dyes, and Afro-Caribbean hair 
products. 

The ingredients to check for are sodium 
perborate and perboric acid. They have 
been banned completely by EU            
legislation, and are not permitted in any 
concentration. These substances have 
been classified as carcinogenic,          
mutagenic, or toxic for reproduction 
(CMR). Once classified as a CMR, its 
use in cosmetic products is prohibited by 
the EU Cosmetic Regulations. These 
substances are banned because there is 
scientific evidence to suggest that they 
could present a serious risk to human 
health 

If you discover that you have purchased 
a product containing sodium perborate or 
perboric acid, in the last 18 months, 
please do not use it and return it to the 
retailer. If you find an old cosmetic     
product, containing these ingredients, 
please dispose of it carefully treating it as 
hazardous waste.  

If you see any cosmetic products       
containing sodium perborate or perboric 
acid, on sale in Croydon, please contact 
Croydon Trading Standards. 2 
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Is Public Wi-Fi as safe as you think? 

Public Wi-Fi is something that most of us in the UK are reliant on and there 
is now thought to be 269,000 Wi-Fi hotspots in the UK. However there is a lack of 
awareness about cyber hacking and how cyber criminals use public Wi-Fi as a 
means to steal personal and financial details from individuals and businesses 
via pubic networks.  

One of the most common threats to public Wi-Fi is a ‘Man in the Middle Attack’; 
this is when a cyber criminal joins a public Wi-Fi network and relies on the       
established connection to the victim’s machine to redirect the communication 
flows through the attackers host network. This allows the hacker to incept       
sensitive data such as important emails, credit card information and security 
credentials of the user’s business network.  

Emailing and social networking are the top two things  that people say they use 
public Wi-Fi for, however these two types of activity reveal a lot of personal       
information, making information available to potential cyber criminals. Online 
banking and downloading apps also makes people’s personal and financial      
information very vulnerable when using public Wi-Fi. 

How to protect yourself whilst using Public Wi-Fi: 

• Exercise caution and verify the authenticity of the Wi-Fi network before     
logging onto it. For example speak to an employee at the location that’s 
providing the public Wi-Fi connection, and ask for information about their 
legitimate Wi-Fi     access point – such as the connection’s name and IP    
address. 

• Use a trusted Virtual Private Network (VPN) service in order to secure your      
traffic. By using a VPN when you connect to a public Wi-Fi network, you’ll be    
encrypting all of your data that passes through the network. 

• Use mobile data services such as 4G in preference to public Wi-Fi wherever   
possible. 

• If you are concerned about the network raise this with the organisation      
providing the public Wi-Fi service or contact Action Fraud.  

• Don’t download applications to your electronic devices.  
• Don’t install any updates to programmes on your computer.  
• Avoid accessing your emails, social network accounts or online banking        

services.  
• Don’t online shop and reveal financial details.  
To report a fraud and receive a police crime reference number, call Action Fraud 
on 0300 123 2040 or use the online fraud reporting tool at:                              
http://www.actionfraud.police.uk/  
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Want to avoid the Summertime Blues? 
 

It’s not been a cold winter, but already the shops are filling with summer clothes and thoughts are turning to 
warmer climates and getting away from it all.  But every year consumers fall victim to holiday related scams … 
so be warned and beware. 
 

Need to renew your passport? 
If you are looking to do this on-line, make sure that you are on the actual website for the passport of-
fice.  Some businesses design their websites to appear above that of the passport office when you do a 
search.  Although you can use their service to renew your passport, they will add their own fees to amount that 
you have to pay the passport office. 
 

How can you protect your money? 
If your holiday costs more than £100 and less than £30,000 and you pay by credit card, you are protected by 
the Consumer Credit Act 1974.  Section 75 makes the card provider as responsible as the trader for a breach 
of contract or a misrepresentation; so you can take action against the trader, the card provider or both.  Do 
note, however, that this does not apply to debit cards or charge cards. 
 

If you pay for the holiday with a debit card, or use a credit card to buy a holiday costing less than £100, you 
may be able to use the chargeback scheme to reclaim your card payment from the trader’s bank.  If you can 
show a breach of contract, such as the holiday company ceasing to trade, you can ask your card provider to 
try and recover your payment.  However, you must check with your card provider as to how the chargeback 
scheme applies to your card and what methods of purchase are covered. 
 

Booking a package holiday and/or flight? 
Check the travel agent or tour operator is a member of a trade association, such as ABTA (Association of Brit-
ish Travel Agents) or AITO (Association of Independent Tour Operators) . These trade associations have 
codes of conduct which the members must abide by.   
 

Virtually all travel companies in the UK that sell air holidays and flights are legally required to hold an ATOL 
licence (Air Travel Organiser's Licence). This is a scheme run by the Civil Aviation Authority for flights and air 
holidays that offers you protection against being stranded or losing your money if the operator ceases trading. 
However, not all air travel arrangements come with ATOL protection so you must always check before you 
book.  
 

Looking on-line for your own accommodation? 
The following tips may help you spot a fake or dodgy advert: 
 

How to Pay 
Do not pay money directly into an owner’s bank account. 
Paying by bank transfer is like paying in cash, the funds are untraceable. 
The safest way to pay is by credit card – see above. 

 

Contacting the owner 
Try to speak to them on a landline rather than a mobile phone. 
When discussing the accommodation, see if they do really know what they are talking about. 

 

Do your homework 
Don’t rely on one good review.   
A good search may show up complaints and bad reviews too. 
Look for reviews that are spread out over a long period of time, not all in a cluster and not all sounding the 
same.  
 

More useful information can be found on the Trading Standards Advice pages on                  
www.croydon.gov.uk/advice/tstandards 
If you have a problem with a holiday, flight etc. the Citizens Advice consumer service offers a telephone ser-
vice, Monday to Friday 9am - 5pm on 03454 04 05 06. 
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Vigilant staff at    
Barclays Bank 
Selsdon protects       
customers from    
potential scammers  
 
 

Vigilant staff at Barclays bank in Selsdon 
raised concerns with trading standards in    
rela on to an elderly gentleman who was 
withdrawing cash to pay for home repairs.  
Trading standards a ended the scene and 
found that the works were being carried out, 
at the resident’s request, and that he had 
been given full cancella on rights and was 
happy with the work taking place. 

A false alarm perhaps in this case but a big 
thank you to the staff at the branch for taking 
the  me to contact us.  We would con nue 
to remind banks and building society staff 
that if they have an older person, or a        
vulnerable person, in branch who is 
a emp ng to make an unusual or large 
transac on, to contact us on 020 8407 1311. 

 

 
 
 

    
COUNCIL TEAM RAIDS £500,000 
FAKE TOBACCO FACTORY  

 
 
 
 
 
 
 
 
 
 
 
 
 
A factory churning out hundreds of thousands of pounds 
of fake branded tobacco has been successfully closed 
thanks to a raid led by council trading standards officers 
(TSOs). 
 
TSOs, supported by police and a brand enforcement    
officer, led an operation that raided a counterfeit         
hand-rolling tobacco-manufacturing site in Croydon. They 
found approximately 4,600 50g packets of fake Golden 
Virginia Hand Rolling Tobacco, with an approximate 
street value of £85,000, packed and ready for delivery. 
 
The illegal factory was fully equipped to make large  
quantities of fake tobacco. The officers found instructions 
and a recipe guide, equipment to steam and mix the raw 
tobacco leaf, heavy equipment to remove the leaf from 
the stalk, to shred it and to pack and seal it. Significant 
quantities of raw, and part-processed, tobacco leaf,     
aromas and additives, security labels, empty packet 
sleeves and outers were also found. 
 
During one month alone, the criminal gang responsible 
produced more than 13,000 packets with a street value in 
the region of £250,000. It is estimated there was sufficient 
material on site to make a further £250,000-worth of 
fakes.  
 
The first time such a large-scale organised criminal     
manufacturing plant has been found in Croydon, it is the 
biggest seizure of its kind made by the trading standards 
team. 
 
Councillor Mark Watson, cabinet member for               
communities, safety and justice, said: “This is a truly   
marvellous result for our trading standards officers, who, 
with the police, were able to coordinate and carry out a 
raid that has seriously dented what was obviously a highly 
organised criminal enterprise. 
 
“These counterfeit packs of tobacco were, on the face of 
it, very high quality. Anyone who bought them would not 
necessarily have realised anything was amiss until they 
smoked the tobacco, when the poor quality would have 
immediately become obvious.” 
 
Anyone who has purchased 50g packs of Golden Virginia 
Hand Rolling Tobacco that they suspect may be         
counterfeit can report it to Citizens Advice on 03454 
040506 
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Too much bother with a cut-price hover 
 

Walk through Croydon town centre and you’re almost 
guaranteed to see people riding or selling them. 
 

Variously called hoverboards, airboards, self-balancing 
scooters or smart balance wheels, the small, futuristic one
-man travel devices are growing in popularity and are like-
ly to be on many Christmas wish lists. 
 

Croydon’s trading standards team, however, is warning 
would-be purchasers to think twice and, if set on buying 
one, be sure they buy only from a reputable retailer before 
handing over cash for something that could be a serious 
fire hazard. 
 

London Fire Brigade reports that two men had to escape 
through a first-floor window from a fire at a house in Mor-
den, after a 'banging' noise alerted them to a blaze in a 
room where a hoverboard had been charging. A major 
concern is that the lithium-ion batteries used to power 
these devices can short-circuit or overheat, especially if 
overcharged, and explode – causing a fast-burning fire 
that can be very difficult to put out. 
 

 

 

 
More than 88% of boards sampled have failed safety test-
ing, with as many as 12,000 being seized at UK ports of 
entry as a result. Trading standards teams across the UK 
are warning that anybody considering buying one should 
think again. 
 

The products being intercepted have a significant range of 
safety issues including the plug, the cabling, the charger, 
the battery and the cut-off switch in the board itself.  
 

Not all of these safety risks can be identified by a visual 
assessment; laboratory testing is required to identify and 
assess a cut-off switch, for example.  
 

Additionally, many products lack any name or contact  
details of the manufacturer or importer on either the board 
itself or its charger, and any accompanying instructions 
are often not written in comprehensible English. Some 
boards have been found containing fake lithium-ion      
batteries, as well as fake safety markings on the boards 
and plugs. 
 

Councillor Mark Watson, cabinet member for               
communities, safety and justice, said: “It’s likely that many 
will be considering buying one of these boards for     
somebody at Christmas – the advice has to be that this is 
one craze to be avoided. 
 

“In addition to the safety concerns is the fact that      
hoverboards can’t be legally used on roads or pavements; 
they can be used only on private property. However, if you 
must have one, make sure you buy it from a respected 
high-street or online store.”  

 

    
 
 
 
 
 
 
DON’T LET YOUR LAST FOUR DIGITS 
LEAD TO A COSTLY MISTAKE 
 

The need for careful disposal of shop and cashpoint    
receipts has been underlined by Croydon’s trading    
standards team following a resident’s brush with conmen 
trying to access her card account. 
 
The attempted scam started with a phone call to the    
Norbury woman from somebody claiming to work for her 
bank. She was told that, due to a technical mistake, an 
outstanding sum of money was due to be paid into her 
account. 
 
Correctly quoting the last four digits of her card’s number, 
the caller asked her for the number of the account into 
which she would like the sum of money paid. 
 
With alarm bells ringing, she said that if the caller, as 
claimed, represented her bank, the account number 
would be known to them. She was then asked her name, 
to which she replied: “Ann Boleyn”. Her sarcastic answer 
drew no questioning response from the caller. 
 
Feeling that her suspicion that the she might be the victim 
of an attempted scam was correct, she immediately hung 
up the phone. She was, however, concerned that the  
caller had known the last four digits of her card number 
and reported the incident. 
 
Councillor Mark Watson, cabinet member for              
communities, safety and justice, said: “This case        
highlights how important it is that people don’t simply  
discard their receipts when they’ve made a card purchase 
or used their card to access a cash machine. 
 
“Those receipts often display the last four digits of the 
card’s number, with the preceding12 not being revealed. 
As in this instance, conmen use the little information 
they’ve been able to glean from the receipt, to try to get 
the cardholder to reveal more information about t        
hemselves and their account details. 
 
“This resident was alert to that possibility and hung up the 
phone without revealing the requested details, but others 
might be caught at a time when their defences aren’t quite 
so keen and, trusting that they’re talking to their bank, tell 
all – with expensive consequences. 
 
“Be sure to dispose of receipts carefully – take them 
home and shred them.”  
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Once bitten, conned householder is twice shy 
 

Repeated scam attempts have been made on a householder after he was conned out of £15,000 for shoddy 

roof repairs. 

The 60-year-old Waddon resident was initially called upon in 2014 by somebody claiming to be a roofer and 

offering to repair tiles that he said were loose. Fearing a scam, the householder called the council’s trading 

standards team. Officers arranged for a legitimate inspection of the roof, which was found to be in overall good 

repair, and confirmed the visit had been an attempted scam. 

Early last year, the householder discovered a leak in his roof and, following the recommendation of “a friend of 

a friend” arranged for a team of roofers to effect repairs. Once started, they informed him that work was also 

required to the chimney stack and that the guttering needed to be replaced. He agreed they should do the 

work, as they were already in place, and paid them £15,000. He was dismayed to find, within a few months, 

that the leak had not been repaired. 

In recent weeks, the householder has received a number of phone calls, attempting to pressure him into part-

ing with more money. He has also had a doorstep visit from a man asking for his name and phone number, 

and saying that he would receive a call to speak about the work done to his roof. 

A subsequent phone call, from somebody claiming to be a police officer based at Twickenham law courts and 

investigating the roofing works, claimed that the householder had been awarded a refund. 

Not to be caught a second time, he called the trading standards team who advised that such follow-up calls 

were a common ploy to extract more cash from previous scam victims. The conmen will often call, months or 

even a couple of years after the event, and claim to be a trading standards or police officer. They say they are 

investigating the traders who carried out the work, and that the victim may be due compensation. 

It is then suggested that the victim sends their money to the bogus callers, in order to receive more compensa-

tion by showing the court that their bank account is empty. In reality, once they have parted with their money, 

they will never hear from the callers again – and find they have been stung twice. 

Neither trading standards nor police officers would ask a resident to part with their money. Any such request is 

a sure sign that the caller, be they on the phone or the doorstep, is a rogue trader attempting to part a potential 

victim from their cash. 
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ENERGY COMPLAINTS 
RISE  
 
Ombudsman Services: Energy says the unresolved         
complaints it receives are rising every year and billing is by 
far the dominant issue. They received more than 40,000 complaints specifically about billing issues in 
the first nine months of last year – more than 80% of all complaints they received. Inaccurate invoices 
and disputed charges are the most common issues. 
 
HOW TO HOLD THEM TO ACCOUNT 
 
You receive an estimated bill: Check that estimated meter readings are not too far from actual read-
ings, and that you are not building either a large credit or debit. If you still owe money at the end of the 
payment year, some companies may deduct this as a lump sum from your direct debit account, while 
others may be willing to spread the debt over the next year. However, you’re entitled to ask for a repay-
ment plan – and if the amount of your direct debit needs changing, your supplier must explain why. 
 
Your account is in credit: Consumers who set up a direct debit to manage energy bills may find this 
results in a surplus building up on their account over the summer. You can ask for a refund of any sur-
plus amount at any time. If the credit is withheld the supplier must explain why, and consumers can 
challenge this through the energy ombudsman. If you don’t ask for it you should have overpayments 
returned automatically on the anniversary of when you signed up. 
 
You receive a demand for unbilled usage: A supplier fails to bill for months or even years, and then 
demands payment. The rules fall under “back-billing”. If your supplier is at fault it should not demand 
payment for unbilled energy used more than 12 months before the error was detected. The rule will ap-
ply when, say, your supplier hasn’t acted on a query or fault you’ve raised regarding your account and 
a large debt has built up, or it failed to bill you even though you have requested a bill. However, you 
cannot be charged for more than six years’ worth of back-billed energy charges, even if the supplier is 
not at fault. 
 
How to complain: First write to your energy supplier to see if they can resolve the issue.  You can get 
free advice from Citizens Advice Consumer Service on 0345 404 0506. If your supplier cannot resolve 
the issue within 8 weeks, or sends a deadlock letter saying it can do no more you can take your com-
plaint to the Ombudsman Service for free. 
Email: osenquiries@os-energy.org  
Phone: 0330 440 1624 
Textphone: 0330 440 1600 
 
Phone lines are open Monday to Friday from 9am until 5pm.  

 
 

************************************************************************************************************** 
 

Was this bulletin helpful? 
 

Contact Trading Standards to request a free door sticker advising cold callers that they are not  
welcome. If you are a victim of scam mail, contact us to receive a free copy of our toolkit on how to 
avoid falling victim and how to stop the letters. 
 
Additionally, please let us know what you think of this bulletin and what Trading Standards  
topics you would like to see covered in future editions. 
 
Contact Trading Standards:   Tel:       020 8407 1311 
       Email:  trading.standards@croydon.gov.uk 
 
Citizens Advice Consumer Service:  Tel:      03454 04 05 06   
       Web:    www.citizensadvice.org.uk 


